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Program Wireshark is used for tracing the communication between devices interconnected
by LAN. The devices (e.g. PBX connected with a GSM gateway via LAN) send to each other packets
which are captured by the above mentioned program. Wireshark is distributed under the Open
source licence (http://www.wireshark.org/download.html).

In order to capture all the packets which are sent via particular LAN the devices have to be
part of the same segment (they have to be connected via HUB). If you do not have a hub you can use

a switch which supports so called port mirroring (http://en.wikipedia.org/wiki/Port_mirroring).

Here is the required scheme:

2N device

HUB

Instalation: Download the program and appropriate installer (e.g. Windows installer).

=0l

Welcome to the Wireshark 1.0.8
Setup Wizard

This wizard will guide vou through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running.

Click '"Mext' ko conkinue,

Cancel |



http://en.wikipedia.org/wiki/Port_mirroring

"% Wireshark 1.0.8 Setup

Choose Components

Choose which Features of Wireshark 1.0.8 you wank to install,

The following components are available for installation.

Select the type of install:
o, select the optional

companents you wish to
inskall:

Space required: 90,2ME6

rullsaft Install System w2, 44

Wireshark § 4 A= intEet'F.Eu:Ee:l

+- B Wireshark

Rawshark,
- [ Plugins | Extensions
Tools

— Descripkion

Pasition Your mouse over & component ko see jts
descrpkion,

< Back I Mext = I

"% Wireshark 1.0.8 Setup

Select Additional Tasks

Which additional tasks should be doney

—Creake Shortouts
Iv &
[T Deskrap Icon
v Quick Launch Icon

— File Extensions

¥ Associate trace File extensions to Wireshark (Sww, acp, apc, ate, bfr,
cap, enc, erf, fdc, pcap, pkk, snoop, sy, tpe, trl, trace, tro, wpc, wpz, rF5)

rullsoft Install System w2, 44

< Back I Mext = I




i

Choose Install Location
Choose the Folder in which ko install Wireshark 1,0.8, i

Choose a direckory in which ko install \Wireshark.

Destination Folder

_:\Program Files shark. Browse, .. |

Space required: 90,2ME6
Space available; 76.5GE

rullsaft Install System w2, 44

< Back I Mext = I Cancel |

i1

Install WinPcap?
WinPcap is required ko capture live nebwark. daka, Should ‘WinPcap be installed? i

— Currently inskalled WinPoap wersion
NP cap is currently. not installed

—Inskall
v Install WinPean 4.0, 2
[Use Add/Remaove Pragrams Firsk bo uninstall any undetected old WinPcap versions)

~Services
¥ Start WinPcap service "MPF" at startup
(50 users withaut Administrakar privileges can capkure)

Wehat is WinPcap?

rullsoft Install System w2, 44

< Back I Inskall I Cancel
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Welcome to the WinPcap 4.0.2
Setup Wizard

This WWizard will guide wou through the entire WinPcap
installation.

For more infarmation or support, please visik the WinPcap
home page.

hitkp: /sy winpoap, org

Cancel |

< Back

i

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on your compiker,

Click. Finish ba close this wizard,

= Back

Zancel |




% wireshark 1.0.8 Setup o [

Completing the Wireshark 1.0.8
Setup Wizard

wWireshark 1.0.8 has been installed on wour computer,

Click. Finish bo chose this wizard,

¥ Run Wireshark 1.0.5

[T Show MNews

= Back I Einish I Zancel

Wireshark is then initiated:

T4l The Wireshark Network Analyzer ]

File Edit Wew Go Capture  Analyze  Stakistics  Help
- o =R Ela«s2wy 2B a8

\
Eilker: I \\ *  Expression... Clear Apple
yA A ~——

3. restart ) .
Filter application

2. stop ] )
Deleting a filter
1. start Choosing a
filter
| Ready to load or capture | Mo Packets | Praofile: Default v

Start capturing: ,,Capture->Start” or use icon #1 End capturing: ,,Capture->Stop” or use icon #2
Restart capturing with deletion of previously captured packets: ,Capture->Restart” or use icon #3



Save results: ,File->Save As->Wireshark/tcpdump/... -libpcap(*.pcap;*.cap) Open previously saved
trace: , File->Open” Basics of filter application:

1) | want to filter the packets according to source IP— eg: ip.src_host=="192.168.5.7“

2) I want to filter the packets according to destination IP — eg: ip.dst_host==192.168.5.7“

3) Protocol type: tcp, udp, sip, ...

4) The terms can be combined via logical expressions : and, or, not, ...

5) Applying a filter — Apply, Deleting a filter — Clear

Example of captured communication:

"4 pokus_wireshark.pcap - Wireshark

File Edit Wew Go Capture Analvze Stakistics  Help

=101 ]

S EEX2Ee acsaTEI|EBEIQAQQAR | & -

Eilter:l *  Expression... Clear Apple

Mo, - | Tirme: | Source | Destinakion | Protocal | Info d
I ar =T Ee= T 0T =0r =1F F=T. ROOC =

FrameQl (5956 bytes on wire, 956 bytes captured)

+]

\m Protocol, src Port: ddstinct (99990, Dst Port: distinct (9999)

25

FH B EHE

Content of chosen packet ’

] . 3 = n
L035340 152.168.2.178 239.255.255.230 SSDP M-SEARCH % HTTP/L.

a
39 6. 0356268 1592.168.2.128 239,255,255, 250 SSDP M—SEARCH * HTTR/L.
60 6.079625 HewlettP_4e:82:26 Broadcast ARP who has 192.168.1.
1 &, 09099 192,168, 2.1309 152.1a68.3. 255 MEMNS Mame guery MNE SERW
6. 098102 Kollmorg_f1:259:50 Broadcast ARP who has 192.168. 2.
6. 279981 1592.168.1.22 192.168.3.255 MENZ Mame query MB DC2Nj
ol | |

I, Src: Hwserwver_00:bh:97 (00:03:59:00:hkh:597), Dst: Broadcast (ff:ff:ff:ff:ff:ff:
otocol, Src: 192.168.2.56 (192.168.2.56), Dst: 255.255.255.255 (255.255.255.255.

Hexadecimal value

50 00 bb 97

| Profile: Default




Example of captured communication after applying a filter:

i pokus_wireshark.pcap - Wireshark - |EI|5|

File Edit Wiew Go Capture Analvze  Statistics Help

& e IEEX2Ee A« TFL|EE QB @ -

Filter: Iip.src_host=="192.168.2.56" and udp ¥  Expression... Clear &pply |

Mo, - | Time | Siource | Destination | Protacol | Info ;I
27 2.634493 1592.168.2. 56 255.255.255. 255 UDP Source port: disti

36 3.703857 192.168.2. 56 255.255.255. 255 uoDP Source port: disti

N ] 2} 15 SOource port:

1 | |
Frame 57 (956 bytes on wire, 956 bytes captured)

Ethernet II, Src: HwsSerwver_00:bb:97 (00:0a:59:00:hkh:97), Dst: Broadcast (ff:ff:ff:ff:ff:ff]
Internet protocol, sro: 192.168.2.56 (19%2.1658.2.560, DsT: 255.255.255.2599 (255.255.2595.2595.
User Datagram Protocol, Src Port: distinct (9995), Dst Port: distinct (9995)

Data (914 hbytes)

1] |
cooo Tf £ £ £ £ £F 00 0a 5% 00 bh 9% 08 00 45 00 .. ..., e E. ﬂ
0010 03 ae df 88 00 00 40 11 o4 76 cO a8 02 38 ff f1f  ...... B, .w... 8.,
o020 ff £ 27 of 27 Of 03 9a 22 fe 3¢ 3f 78 6d 6¢ 20 s MoeTaml
0030 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 Ge version= "1.0" en
0040 63 6fF &4 69 6e 67 3d 22 55 54 46 2d 38 22 3T 3Ze coding=" UTF-8"%> j
[aTaR-Nul Pl M 2= EA B E TFE AN B2 = - I o P B T 1 R~ | rdal Aelees ~ e e
File: "C:\Usersikremarikd Deskiophpokus_wireshar... |Packets: &3 Displayed: 3 Marked: 0 |Profile: Default A

Important:. In order to provide us with detailed information about the possible problem
with the device please do not apply any filter and simply capture all the communication
during the test call. Save it via Save as>Wireshark/tcpdump/... -libpcap(*.pcap;*.cap) and
send it to us.
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